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Secure Your Life Cycle
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Diversified end markets Balanced geographies
HiEhOHmE #F Hifighe Tk 25%, 28%
North America ~ VVestern Europe
T mii Al e
Asia Pacific
15% 43% 20% 22% 19%
Rest of World
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47% of energy
organizations
reported attacks, the
: hr.ghest among all
: ec,iﬁporate sect ‘
A7% R9BE
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Cyber crimes cost energy
and utilities companies
an average of $13.2
million each year for lost
business and damaged
equipment.
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82% of oil and gas
mdustry respondents

said a Cylf)é‘lJ 'attac;k:cb
their operatloné]
technology could
mean physical
damage
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attacks over the past
12 months.
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Cyber threats in industrial control systems are growing
exponentially, impacting equipment availability and safety

TilHFEHIRZERIEER

Stuxnet Duqu malware
Iran nuclear plant Iran

45,000 machines infected

in Iran, Germany, France,
India, Indonesia

2010 2011
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Shamoon
Saudi Aramco
attack

30,000 Windows-based
machines infected

92k

2012

o, -:"' : Aﬁ" .h‘
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2014

4

German steel mill

2013

HaveX

Malware embedded
into vendor software.

Gathered OPC tag data
for later attack.

Breakdowns of
individual control
components led to the
uncontrolled shutdown
of a blast furnace

#

163k

I
2013

2014
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2015 2016

P A
Ukraine First PLC
200K+ without power. Virus,
Remote control of Ransomware
SCADA. on ICS
Destruction of device systems
firmware.

growth in number of

x4 attacks on SCADA

Source: Dell Security annual threat report
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Cybersecurity scope? (SR LM EEHE ?

Traditional 245777 Current or Emerging H\iT

OT Focused Attacks, embedded,
ransomware, phishing

HERLIESED. AL BE. P8

Supply Chain attacks, system integrators,
products

WEATRER AT GE, S EkRE. M

Yolume of attacks, automated responses

AT AEM®RE, MW FREESmMT

Wireless attacks drones Foig. FoAAN

Data Privacy EIEEEFA

Mationalization, localization

B R

« |solated control systems [2 5 IS 245
« |IT focused attacks £H3FI TR
- Insider threats FIZREHH Trust — proven from end to end

{S1E — imE umAYFA

Source: Recommended Pradices: mprowng hdustrial Control System Cyber

i | .
sacunty with De#nse in Depth Stategies from Depanment of Homeland 5 oty LITG IS Ul-l SC'&"%EIdEI‘
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Major Constraints to ICS efforts

O 10 20 30 40

60 70

FASIHT/OT 2= ' | ' '

SHIE q:
Lack of understanding ditferences ( ﬁ:rvs O _

T e 2y

Hz%%
Lack of resources with expertise [ MMM

u:fJ.LTJn\j &@Ib\

Inability to show a financial payback |

Lack Sl el

TRZ = EHIR E*Dij:&r
Lack of top management concern and support [T

R= T BEERX E*Di?r—tr
Lack of plant managément concern and support |GGG

Lack of required tecﬁnologlesiggcln(d/ucf's = |

Source: ARC Advisory Group
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Our Core Beliefs

AR R DIE R

1. “Disconnecting” yourself is not a
solution

HEC ‘B AERRAR
2. Open standards FHRIRE

3. Next generation of energy
management & automation solutions
needs to be cybersecure by design
T—REOBUAHEREERAR R
FTHERTIEERS

4. Operators of critical infrastructures
need to protect their networks through
a “Defense-in-Depth" lifecycle
approach
KRR ERFEE 5 A
: SpNERDR ]




How Schneider Electric Can Help Kt {&E e S 15 E5E1 14

Secure Products & Solutions

RENTRMBEBRS R

Secure Development Lifecycle deployed

2 2 0 0 Developers trained

7 0 Engineers with cyber certifications

5 H& sty IEC 62443 iAGE

M580 controller Foxboro Evo Triconex Altivar drive

TR SR AL T R
EE B b B

E ISASecure: A‘

CITSEC
(FE)

CSPN
CEE

e
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Cybersecurity Services

ERERERE

> 1 00 cybersecurity service
experts
Audits & Assessments
Cybersecurity Consulting

Control Design & Implementation

Training

Maintenance Services

ITERFOTERHIpLATE Al A BA

Trusted Partners

EHSEREE
e 7 .
CISCOo. = WATERFALL

IRSCHMANN

S

a" Microsoft

CLAROTY

AP g}a&grvable
,Symantec. (il’ltd) Security @
Y
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< SMS Server
é' Solarwinds/ePO Pa

AD Server Primary

ching

Logging Business
OTS Firewall
[ @ DM Z
@ DES %
= Logging
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Remote Watch
Server

" Systems

Remote Access Server
— Microsoft Hyper-V
hosting multiple

=

Backups ;

Central Backup

' ICS Systems 3 : Virtual Machines
e Virtualized
= i pafatySystem zdne Hist [~ Workflow Server
=l > Zone Remote Access
Tricon TriStation Historians Virtual Machnes
1 ICS Firewall Virtual Machine
Virt Zoni Relay Servers:
——————

Patching, AV Updates
and email alerts
(SMTP)

&

Secure Zone 1

Industrial

Secure Zone2

Secure Zoned:

Secure Zone 3

Industrial
Network

Industrial
Network

Industrial
Network

AD Server

MESHMESH
Process ControlNetw ork
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Process ControlNetw otk

MESHMESH
Process ControlNetw otk
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Location shE
Application EE®R%E

H”} Customer Challenges
« EH, EEREFRPIEK, HNAGRERERERIT
- KEIEITRAZRNRTEMHEE
« REHAESHRMEIED

Solution
Q + Quantum CPU B AR FEEEERZEEK
s ERREEENFNAEITRSHFICERATHEEREEXEH
« 10 MEH R E = FTL KM ZE4

Customer benefits
© FEBRTRITIEE
[S57 - XENEHAGRIPLBENR S
c RENREBEERERGHE]
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Attacker are smarter, more prevalent and
more willing to execute

Eh & SRS, SENERTITE

Being secure is possible and practical but
the scope is increasing

s R ReHFEEFRIFEY, BEE
FrEE

Barriers are coming down, boardrooms
are aware, technologies and skills are
available

iR, EREMBE, MR
R R ZE5E

Schneider Electric is experienced to help
you get started, we are here to help

Mt ER S BESNER, EEFRAER
ARKEELE
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