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Dear customers!

Dec. 23, 2015, from 15:35 - 16:30, third parties were made legal entry
into mformaton-technological syvstem of remod
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PJSC “Kyivoblenergo® vw.winicssec.com/Index/show/catid/57/1d/347 .html
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5= kHBlackEnergy
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FREBRITWEBRHPEE, ARRFEEERLESETEEIHAISpamil 4

RTZEBEARPTHA T EERENOfficeXtd (FIFHOFficelmaI ) BIRJiETInstal |
er CEEREKIERF) , Instal lerMSTBERMHHMERootki t AIZIET)

Rootk i t{# FHAPCZRIE TN R R iHFEsvchost. exe GEAN{Emain.dIl)
main.dl | SFBAMMEIRO, FEHAHTTPSINY ETEREINNEITAR S5
—BEERD, ARFFERTAESHRAUUTHREMAERTT AaiiEH.

©O® 0

6 < @ ui_ https://www.freebuf.com/articles/netwo
rk/93092.html
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BlackEnergyBiBY4H {4

1 Msiexec.exe | —{MInstaller, EIEIR(FRIZZE. EXFAHFRVARRINFIMER, SINHEHEIR.

REREF,

2 reDuh HTTPESB(EWMTCPRIT R, AFAIMERHIEMAN

3 weevely3 | @S iTHwebshell, EHFBFIMNGIBIRAM

4 dropbear |SEHITRRSSHIESE, A TEHFBIIOS

5 DSEFix TEHARERRNFIREFPITR

6 KillDisk IMBHEIFTE, X¥MBR (Main Boot Record) SiEE, WiFiTE#
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CrashOverride (Industroyer )
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€20175F6R12H, XERE] ® ESET 2 —MEXNBATBEIKRRSGHITERR T
B TIEMEBEHETES —win32/Industroyer (ESETHp%), ESET FTRiZKGEEEA]
LA EFAEHI T i%Rs, A3 uhkTE .

@ Industroyer EEHHBISZFMFHITiEL: 1EC 60870-5-101, IEC 60870-
5-104. IEC 618501 0LE for Process Control Data Access (E&FROPC DA) .

52015 EFH e LHMELREE2015F128 23 BN T2 FEFANTARAE
(BlackEnergy. KillIDisk. URHEMKHIER) HEE, XFEEMHNIIGEEN
BEX, ERUEREEEIA XSRS, TEFMERRET
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https://paper.seebug.org/328/
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D

S EABRALLETRFMLE. AANAS, IRELLH, UBSEERIAE
—& N (A0: FF10.15.1.69), 3 BIELEHBME FELBHER, T
b Tor WIZRZE PR HIRAR 5 SR S o R BB B Bl B AR
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(RE 7104k OPCAR S5 ARl & #R1EUSE) EXT H SCHE B
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Backdoor HI{KIBIP, TAREZFEHH, XEFHEFLIERES RTUs T(& PLCs
HITBERN, FAEFTUMERERNIEE.
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Industroyer 044

(1) —1NERFI'MHERMainbackdoor : T % ##C&CTE HId—HIThEEARIRIT

(2) —3HELINEERRIR
@ SCIY DLL Payload 1&E3RIN{THYN

R EIR
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(3) He, DLL Payload #HIREAZE:
® SCIT IEC 101 Ti=tiislBy 101.d11 #=EHR
@ I IEC 104 T =SBy 104.d11 =R
® ST IEC 61850 LAY
61850. d11/61850. exe 1&EHR
@ SLIR OPC DA 1iriSLBY OPC. exe/
OPCCl ientDemo. dI | FRRZF

https://paper.seebug.org/328/
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ZRInhiER M (2018)
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aRor X IFRiBIE 24/, EENIRA23MMNF, —ER20MNEEEFR

¢ FHRESBUNAMATMERTIREIT, ERAMERZERE, FR. Ek. I
MFEZETERR, FHMMEEIEEEER.

¢ 8HZER, MM X FnREMHE, MEHMBRXBENHNBELRE,
BEIHFF. 10HNEXRIFRE, SANTFREXESR.

https://www.freebuf.com/articles/paper/198406.html
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